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Abstract. In this paper we offer a methodology allowing for simulatwfisecurity protocols, im-
plemented in the higher-level language Estelle, usingaies designed for external attacks. To
this aim we apply a translation of specifications of secysitytocols from Common Syntax to Es-
telle and an encoding of schemes of attacks into Estelleasimen We show that such an intelligent
simulation may efficiently serve for validating securityppocols.

1. Introduction

There are many papers addressing simulation of protocolslar to validate their correctness [4, 10, 14],
but only a few of them discuss simulation of security prote¢d8, 11]. The point is that validation of se-
curity protocols differs a lot from validation of networkgiocols. The first domain is based on searching
for security flaws (which can be exploited by an intruder)jlesin the second one deadlocks or other not
predictable situations are usually expected to be diseovednfortunately, simulation of security pro-
tocols is even more complex than of network protocols. Inegainthe security problem is undecidable
[8], which is one of the major challenges for automatic vatilon. The problem becomes NP-complete
when the number of sessions and the number of nonces is hulmdpractise, this complexity results
in an exponential explosion in the number of runs of a prdiogbich need to be explored.
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31/3853 and TINFO: 55/E-82/BWSN-0122/2008.
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In this paper we define four schemes of (authentication acidksg) attacks upon security protocols
that cover almost all of the attacks from [1, 7]. These scleemeude: Man-in-the-MiddleMITM, for
short), Replay, Reflection, and Interleaving. For each efghove schemes of attacks we designed an
algorithm, which for given parameters of the protocol, nretua scenario of an attack of this type. The
scenarios allow for reducing dramatically (more than exgially) the number of runs to be explored
while looking for the above types of attacks by means of satioth or verification. Next, we continue
the idea of validation of security protocols using the simoil/debugger of Estelle, Estelle Development
Toolkit (EDT) [3], presented in [9]. However, this time coate simulation scenarios are considered
according to the schemes generated for different typedauflet. To this aim we implement a translation
from scenarios of attacks in Common Syntax [7] to specificegtiin Estelle [5]. This task requires to
model, in Estelle, the honest participants as well as thradet who has a choice in selecting messages
to be sent according to the scenario translated. As a cagdg w#l present results of simulation for a
few standard protocols. Moreover, to show an importanttmalcapplication of our method, we find the
attack [16] upon a newly designed protocol [6] using siniafatn Estelle.

Related Work. The paper [11] is closest to our work, where a modelling ohentication protocols
with state machines is presented to validate some of theirritg properties through simulation. More-
over, simulation of cryptographic protocols was considare[18], where a general formula of Agent
for simulation is proposed together with the dynamical emwinent based on the Java technology.

Outline. The rest of the paper is organised as follows. Section 2dotes security protocols in
Common Syntax (CS). Schemes of attacks are discussed iliS8ctA translation from scenarios in
CL to Estelle and experimental results are given in Sectiohh paper ends with some conclusions.

2. Security Protocols in Common Syntax

In this section we introduce basic syntax for writing setyusrotocols. We describe the protocols using a
standard notation, called Common Syntax (CS) [7], develdpecryptographic protocols [1]. Usually,
protocols involve two, three or four roles, which we denotthwapital lettersA, B for the principals,
and withS or S’ for the servers. Let a protoc@ be represented by a finite sequence of instructions:

1. Xi — Y : M,

n X, —Y,: M,

whereX;,Y; € {A, B, S,5'}, X; # Y, Y; = X1, for 1 < i <n, andM; is called anessageariablée-.
The informal meaning of the instructioh — B : M is that a principal of roled sends a message,

which is a value of the variablé/, to a principal of roleB. M is composed of variables ranging over

identifiers representing principal®Y), key$ (KV), nonces.{/'V), and possibly timestampg ), and

their lifetimes (CV). Formally, the message (variables) are generated by Hogvfog grammar:

Message ::= Component x Component™

Component ::= Cipher | Atom

Cipher ::= {Component*} i

1we will frequently refer to variables via their names likessage, principal, nonce, key, timestafrhis does not lead to
confusion.
2Keys can be asymmetric (public and secret) or symmetric.
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Atom =P | N | K |T| L,
whereP € PV, N e NV, K € KV, T € TV,andL € L).

For X,Y € {4,B,S,5'}, Kxy is asymmetric keyariable of X andY, PKx is apublic key
variable of X, SKx is asecret keyariable of X,Nx is a noncevariable of X, T'x is atimestamp
variable of X, andLL x is alifetimevariable ofX. A message// can be encrypted with a kdy, denoted
by {M} 3. For example{Tx, Nx } k, is @ message variable containing a timestamp vari&kl@nd
a nonce variabléVy encrypted with the a key variabl€ x v .

Keys can shared between an agent and a server€4g,,K gs), between two agents (e.d<,45), or
owned by one agent only (e.d<4 4, Kgg). Thenoncesepresent random non-predictable numbers de-
clared to be used only once by a concrete agent.tifestampsre unique identifiers whose values are
provided by the (local) clock of its issuing entity and detare the time when a given message is gener-
ated. A value related to a timestamp ikfatime defining how long since the timestamp creation it is ac-
ceptable to use each component of the messages it relatesdocretemessageonsists of components
which are built of atomic cryptographic primitives that alements of the following finite sets of iden-
tifiers: P = {s,s’,a,b,.} - principals also called agents or participantC = {kas, kps, Kap, kop - - - }
symmetric keysAXC = {pk,, pky, skq, sk, ...} - asymmetric keyset L = SKUAK be the set of all the
keys,N' = {nq,,np,nly,ny,...} -nonces7T = {tq,ty,ts,...} - timestampsL = {I,l,...} - lifetimes
R = {rq,m, ...} - random numbers

In asessiorof the protocol the variables are substituted by concredmtifiers (names) of the princi-
pals and of the message elements. Byratocol) runwe mean a finite sequence of instructions resulting
from a fixed number of possibly parallel sessibn§the protocol. In order to distinguish between ses-
sions, they are numbered with natural numbers. For eacioseslsnumber: in order to make clear
who is sending a message to whom, we define an assignment mfiticgpal names, s, a, b, . and the
intruder impersonations(a), ¢(b), ¢(s), ¢(s") to the rolesA, B, S, S’, defined as the following function
pi: {A,B,S, S} — PU{i(a),c(b),c(s),c(s")}. We sometimes refer to this function asXo«— vy iff
pi(X) = y, provided the number of a session is understood.

A plain sessiora protocol is a session, where the rolesB, S are substituted in the following way:
p(A) = a,p(B) = b, andp(S) = s. By ascenarioof an attack we mean a run composed of two or more
sessions in which an assignment for each role has been defigpitally, a scenario does not specify
contents of the messages, but in some cases repetitionvidysly sent messages can be indicated.

3. A Taxonomy of External Attacks

We start with defining a taxonomy of attacks upon securityquals, which is based on that of [19].
We consider the four main types of attatkdan-in-the-Middle MITM, for short), Replay REPL),
Reflection REFL), and Interleaving INTRL). In Table 2 (see Appendix) all the protocols classified
within our taxonomy are listed. For each protocol we giverefce(s) to the literature, where attack(s)
for this protocol can be found. Next, we discuss each typaatck and show an example for a selected
protocol. We identify all the common features of the attaftksall the protocols susceptible to this type

3We depart here slightly from CS where encryption of a mesddgeith a key K is specified agi (K : M).

4Some steps of sessions can be omitted.

SEach attack is referenced by the name of the protocol, itscedn the literature, and the number if there are more affiack
the same protocol.
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of attack. This allows for designing an algorithm, which ogiven type of attack and parameters of the
protocol, returns a scenario of an attack of this type. Tharpaters include: the number of protocol
steps {), a number of sessions {es), a format of each stepof the session (likei.j : A — B : M; ;),
and possibly other parameters specific for a type of attack.

3.1. REPLAY attacks

Replay attack is a breach of the security in which informai® stored without authorisation and then
retransmitted to trick the receiver into unauthorised afiens such as false identification or authentica-
tion or a duplicate transaction. As most attacks are of thiyetype, this section describes two classes
which are built on typical schemas.

DoS-type REPLAY Attacks. The main intention of this type of attack is to deceive theomsler of

the session that the (assumed) initiator has run one or naoadlgd sessions with him. When the number
of active sessions of the responder exceeds the limit atldwéhis system, the denial of service is gained.
These attacks are typically composed of two (or more) sessae following another. The first session
is fundamental and it is performed entirely, while in thetremes some initial steps which do not involve
the responder are omitted. The number of the steps skippess ¥eom one in Denning Sacco and WFM
to two in SPLICE/AS and Kerberos v.4. The first session is tis@llect some important data to replay
them later in next sessions. The scenario of this specifie tffreply attack can be characterised as
follows. First, a plain session is executed. In each newi@essa) is assigned tod and the session
starts from the first step in which the responblérinvolved. The message of the same step of the former
session is then replayed. If the sender of this messagethien. impersonates in the whole session,
otherwise onlyu is impersonated by. The sequence of steps from the second session can be tepeate
several times, leading tol2enial of Service attackDoS).

Simple REPLAY Attacks. In the Simple Replay attacks the intruder replays any in&iiom eaves-
dropped during previous sessions (the first session is gllhgeestly) rather than replaying the same
message taken from the first session like in the DoS-likelegtaMoreover, all the messages are pro-
cessed, so no one is omitted. In this scenario the paramegibindicates the beginning step of the
replaying activity of the intruder. Each message precethingstep is forwarded in every session de-
clared, while the messages following this step are prodeissa special way. A message is intercepted
by the intruder impersonating the receiver and resent (aitlontents changed) by the intruder imper-
sonating the sender to the original receiver. If the gteprepl of the protocol is of the formX — Y
M;, then this step of sessiarin the Simple Replay scenario is denoted as follows:
(i) # — u(y): M, and (i.]) v(x) — y: M,
whereMJf is a modified (by the intruder) version of the message
Note that if the algorithm generates a step in which the ddryplays the role of both the sender and the
receiver, then this step is omitted in the scenario. In tbénario, the intruder’s actions are based only
on replacing original messages with new ones by applyingly mction. Therefore, the intruder does
not impersonate any of the participants. For the first sasgie have the following assignment: — a,
B < b, andS < s, while for the remaining sessions two possible assignmaetspecified asd «— a,
B« b,andS < s,0or A « ¢, B+ b, andS « s.

The entry [*] will be explained in Section 3.4.
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Algorithm 1: Algorithm for DoS-REPLattack scenarios

parameters :n - a number of protocol steps
: nses - a number of sessions
assignments: for 2 < k < nses
:p1(A) == a,p1(B) :==b,p1(S) :=s
pi(A) = v(a), pr(B) = b, p(S) :='s
variables  :repl - a step where the replay starts
1—1,5«1
repeat
(.5 pi(X) = pi(Y) : M
g+
until j <n
1+, 5 — 1
whileY # Binj. X — Y: M;doj++ %% (.j.) omitted M
if 5. S — B: M, thenp;(S) := (s)
repl < j
repeat
(2]) pi(X) — b ]\/fl,j
g+
repeat
(i.5) pi(X) — pi(Y): M
j++
until j <n
it+, j — repl
until 7 < nses

Example 3.1. Consider the protocol Andrew Secure RPC. After applyingAlgorithm 2 for the pa-
rametersin = 4, nses = 2, repl = 4, andz = a, the following scenario is returned.

Scenario Attack

11l.a—0b M =af{n.ti,
12.b—a My={n,+1,np}r,
13.a—0b  Ms={np+ 1}y,
14.b—a:  My={k;,n} k.,
21.a — b M = a{m4},,
22.b—a  My={m,+1,mp}k,,
2.3.a — b: M3 = {mb + 1}kab
24.b — w(a): My={K!,m}}e,,
24)4i(0b) — a: My={kl,,n,} i,

ab’

3.2. INTERLEAVING Attacks

The aim of this attack is to perform a fraud of informationnfréthe responder of a session (or the server),
using the standard challenge/response exchanges. Thjstheaintruder may keep some credentials
up to date. This attack is mostly upon protocols wittepeated authentication pa(RAP, for short),
where some temporal cryptographic constructs fromntiaén part of the protocol are used (e.g., the
ticket together with a session key or other credentials igeee by the server). Typically, this attack
gives the intruder an updated (refreshed) ticket with timeessession key. For protocols wiRAP, at the
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Algorithm 2 Algorithm for Simple-REPlattack scenarios

parameters : n - a number of protocol steps

: nses - a number of sessions

: repl - a step, where the replay starts

iz € {a,.} - a parameter of assignments
assignments: for 2 < k < nses

p1(A) = a,p1(B) :=b,p1(5) := s

i pi(A) =2, pr(B) = b, pi(5) :='s

1—1,5«1
repeat
| ) = )22
jH+
until j <n
i+ j— 1
repeat
while j < repl do
GO0 =00 b
jH+
repeat
(1.0 pi(X) — o(pi(Y)) : M,
(1-0.) ((pi(X)) = pi(Y) : M)
g+
until j <n
jH+
until 7 < nses

beginning of the scenario, the whole main part of the prdt@cexecuted once with no active action of
the intruder. Then, the repeated authentication part isgased starting from the stegiepand the first
session. If the protocol with nRAPiIs considered, then the first step of the protocol is takestag

The scenario is guided in such a manner that each two stepbefuipe/response) of a session are
followed by the same two steps of the next session until teedassion is reached. When one such
a pass through the sessions is finished, the algorithm thkesext two messages and this process is
repeated until the last message is reachedRAP contains an odd number of steps, then the last pass
includes the last message only. Note that if the algorithmegees a step in which the intruder plays the
role of both the sender and the receiver, then this step igemhin the scenario.

In this scenario, iIRAP of the odd sessions (except for the first one), the intrud@enmsonates
initiating the session witl, while in the even sessions, the intruder is impersonatitingren or b. So,
we have the following assignment in each odd sessibr: ¢(a), B < b, andS < sor S < «(s), and
in each even oned < «(a) andB «— bandS « s, or A < «(b) andB « a andS « s, or A < a and
B« «(b) andS « s,0or A «— bandB « «(a) andS « s.

Example 3.2. Consider the protocol KSL:

1.A— B: M;=NuA
2.B— S: My=N4ANE,B
3' S B B M3 = {NBYA!KAB}KBSY {NAYB!KAB}KAS
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Algorithm 3 Algorithm for INTRL attack scenarios
parameters :n - a number of protocol steps
: nses - a number of sessions
: rstep - the first step oRAP
:x € {a,b} - a parameter of assignments, where b, b = a
:t € {1,2,3} - acase of an assignment
assignments: dlak € {2i —1|1<i<n}

t=1 pk(A) = u(a), pi(S) == u(s), pk(B) == b
'Pk+1(A) = (@), pret1(S) = 5, pre1(B) =T

t=2 pk(A) == u(a), pr(S) = s, pr(B) :==b
'pk+1(A) =z, pr41(S) = 5, pr+1(B) = 1(T)

t=3 pk(A) == u(a), pr(S) = s, pr(B) :==b
Pk1(A) = (@), prt1(S) = 8, pk1(B) =T

variables  : actstep, k - auxiliary variables

11,5« 1,k 1,actstep — 1
if rstep > 1 then
repeat
(ig)x —y: M;
jH+
until j < rstep
actstep < rstep

repeat
repeat
j < actstep, k — (j — rstep+ 1)
repeat
(i-3.) pi(X) — pi(Y) : M;
jH+, b+ [*]
until not (k mod2) && j <n
i+
until ¢ < nses
actstep — (actstep +2),7 «— 1
until actstep <n

4. B— A: My = {NAaByKAB}KAsa {TBaAyKAB}KBBaNCy{NA}KAB
5,A— B: My = {NA}KAB

repeated authentication part:

6.A— B: Mg= Ma{Ts,AKaB}K5s

7.B— A: M7 = MB;{MA}KAB

8.A— B: Mg = {MB}KAB

After applying the Algorithm 3 for the parameters:= 8, nses = 3, rstep = 6, x = a, andt = 1, the
following scenario is returned.

repeated authentication part:
Scenartio Attack

1.6.(a) — b: Ms=m;{ts,akap )k,
1.7.b — v(a): Mz=mp{m;}k,,
2.6. L(a) —b: Mg= mb,{tb,a,kab}kbb
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2.7.b— u(a): M7;=mp{mp}s,,
3.6. L(a) —b: Mg= mg,{tb,a,kab}kbb
3.7.b — u(a): M7=my {ms}r,,
1.8. u(a) — b: Mg = {mp},

2.8. t(a) — b: Mg={m}},
3.8.u(a) — b: Mg={my}s,

3.3. REFLECTION and MITM Attacks

The next two algorithms for scenarios of reflection and MITttheks are based on the same pattern of
shuffling the steps of the sessions involved. Typically,khewn attacks of these types are composed of
two sessions only, but we have extended the scenarios tdaraar even number of sessions.

Reflection Attacks. The reflection attack is based on using the same messagesr(etimes just parts
of them) by reflection in both the sessions of each pair, whictomposed of an odd sessigand the
even session + 1. So, the intruder impersonating the responder and reftgetinthe messages back,
makes the initiator thinking, that he is playing two symriteatrsession with the same principal, while he
is exchanging messages only with the intruder. Anotheoress using reflection is to force the initiator
of the first session to accept some non-fresh credentialeisg¢cond session.

The idea of this scenario is to begin a sequence of instnefimm all the sessions of the same step
by an action of the honest principal This way the intruder may intercept a source for the refbecti
action. The schema is based on the following general rule:irtstructions of each sequence of odd
steps are following one the other in the increasing ordehefsessions, while the instructions of each
sequence of even steps are put in the decreasing order. rSexample the order of instructions far
sessions 03 steps looks as follows1.1)(2.1)(3.1)(4.1)(4.2)(3.2)(2.2)(1.2)(1.3)(2.3)(3.3)
(4.3)(4.4)(3.4)(2.4)(1.4)

We have the following assignment in all odd sessiofis=- a, B < «+(b) andS < s, and in the even
ones:A — «(b), B <+ a, andS « (s). Alternatively in the odd sessionst < a, B < ¢ andS « s
and in the even ones! « ¢, B « a andS «+ «(s).

Notice that the intruder cannot impersonate the serverdrotid sessions. Therefore, the intruder is
either impersonating if he does not possess appropriate server keys to compoke mé&ssage, or the
intruder is playing the role of himself and then he may usesk®ing shared with the server.

Example 3.3. Consider the protocol Shamir Rivest Adelman Three PasAftgr applying the above
algorithm for the parameters: = 3, nses = 2, andz = «(b), the following scenario is returned:

Scenario Attack
1.6.a— u(b): M;={msg}k,,
2.1.i(b) — a: My ={msg},,
2.2.a — 1(b): My={msg}
1.2.i(b) — a: M, =text
1.3.a — (b)) : Ms= {text}y,,
23.i(b) — a: Ms= {text}y,,

aa
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Algorithm 4 Algorithm for REFLattack scenarios

parameters: n - a number of protocol steps

: nses - a number of sessions

iz € {u(b),.} - a parameter of assignments
assignmentsdlak € {20 — 1|1 <i<n}

i pi(A) = a, pr(B) := z, pr(5) :=s

' Pr+1(A) = 2, prt1(B) = a, prra () = u(s)
variables : start, stop, direction - auxiliary variables

i+ 1,5 <« 1, direction < 1, stop < nses
repeat
repeat
(i.j.) pi(X) — pi(Y)
i «— (i + direction)
until 7 < stop
[]
direction — (—direction) %% swap the values of start and stop
start < stop
J++, 1« start
until j <n

The assignments are a significant part of this scenario,entherinitiator of any odd session plays the role
of the responder in the corresponding even session. As wedlesady mentioned the same scenario,
but with different substitutions, applies MITM attack and influences the message flow.

MAN-in-the-MIDLLE Attacks. = The goal of the intruder iMITM is to run independent sessions with
the honest principals and replay messages between themniBifies the principals to believe that they
are talking directly to each other when in fact the entireveosation is under control of the intruder.

In the MITM scenario for each pair of the defined sessions the honastaniof the odd session is
different than the honest responder of the correspondieg session. The assignment for this scenario
presented in Algorithm 5 reflects this assumption. Theretlaiee possible assignments for a pair of
sessions. The first one is defined by« a, B < «(b) in the odd sessions antl — ¢(a), B < bin the
corresponding even sessions, alternativély- a, B < ¢ in the odd sessions antl — ¢(a), B < bin
the even sessions. In the last cage:— a, B < «(b) are assigned in the odd sessions and in the even
ones:A «— «, B < b. For all the above assignmerfis— s.

Algorithm 5: Parameters for algorithm féITM attack scenario
parameters :n - a number of protocol steps
: mses - a number of sessions
iz € {ub), «} andw € {¢(a), ¢} andw # z parameters of assignments
assignments:dlak € {20 —1|1<i<n}
pi(A) = a, pr(B) = 2, pi(S) =5
Pr+1(A) == w, pre1(B) = b, prga (5) =5
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Example 3.4. Consider Needham Schroeder Public Key protocol. Afteryapglthe Algorithm 5 for
the parameters: = 3, nses = 2, z =+, andw = «(a), the following scenario is returned:

Scenarto Attack

16.a — ¢ M= {ng a}lp,
2.1 v(a) — b My ={ng,alpk,
2.2. b — u(a) 1 My = {nq,np}pk,
12.0.—a : My={ng mlpk,
13.a— v  Ms={np}p,
2.3.(a) — b Ms={np}pk,

3.4. Combining Attacks

In this section we consider scenarios of attacks, which areposed of scenarios of attacks of our
taxonomy. We start with introducing one more scenariogdaBerver Schema, which does not generate
attacks itself, but it is useful for designing scenariosahbined attacks, where the server appears as a
part of the protocol. Server Schema is forcing the serveetiarn a valid message. In such a message
exchange, the challenge is sent by the intruder impersapat honest principal while the response is
intercepted and stopped by the intruder. Server Schemdiedes follows:

Algorithm 6 : Algorithm for the Server Schem&{Schemja
parameters : nses - a humber of sessions
tw € {u(a),(b)} andz € {u(a),(b)} - parameters of assignments
assignments: for1 < k < nses
tpr(A) == w, pr(B) == 2z, pr(S) =5
variables 14, j - a current number of session and step

1+ 1
repeat
(1.j+1) s — pl(Y) M if j+1.5 — Y. M

until 7 < nses

The algorithms returning scenarios which can be combingld 8erver Schema contain [*] in their
codes. Combining consists in replacing [*] with the follogiinstruction:

ifY=2S5inj X — Y : M; then S-Schem@ses, j, w, z)

whereS-Schem@ses, j, w, z) calls the algorithm for Server Schema fofes, j, w andz.
In order to distinguish sessions of different scenarios, gtperscript of the number of an instruction
means the scenario number. Henkt8? stands for the 3rd step of the 1st session of the 2nd scenario.

Sequential Composition of Scenarios. The first method of combining scenarios consists in taking
their sequential composition. Below, we illustrate it a& #xample of the protocol CCITT X.509 (3),
where a new scenario is obtained by a sequential composgifiarplain session (where the intruder is
passive) with MITM attack scenario. This scenario gensriie attack upon CCITT X.509 (3) [15].
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Example 3.5. Consider the protocol CCITT X.509 (3). The first scenario jBaan session. The second
scenario is obtained after applying the algorithm for MITi¥hak scenario for the parameterses = 2,
z =1, w = t(a). The sequential composition of the above scenarios retbenfollowing scenario:

Scenario Attack

1‘1'1 a— b : Mll,l = a, {ta,na7b,xa,{ya}pkb}ska
1'2'1 b—a . ]\/[1172 ba {tb7 Np, Ay Mg,y Th, {yb}pka}skb
13 a—b : M 5= a, {np}er,

112 a— 0t M2y =a,{th,nl,b,al, {y,}pk, ke
217 yfa) — b M3, = a,{ta,na, b, Ta, {Ya}pks }ska
222 b — ta) : M2272 = b, {ty, 1y, a5 Mg, Tys 1Y Fpka } sk
122 . —a : M1272 =, {tu Tlf), a,nfl, Ly, {yL}Pka}SkL
132 g — P MP g = a, {n}}er,

2.32 u(a) — b : M3y=a,{n}}a,

The above scenario generates the attack, which is equivalére attack of [15], where only the instruc-
tion (1.1%) is executed two steps later, i.e., between the instrust{r?) and (1.22). Notice, however,
that this instruction does not share any of the componeritsegireceding instructiong.(?) and .2?),

S0 executing this step before the above two st2gg)and ©.22) has no side effects and does not change
the attack.

Interleaved Composition of Scenarios. The second method of combining scenarios consists in taking
their interleaved composition. Below, we illustrate it la¢ texample of BAN simplified version of Ya-
halom protocol [1], where a new scenario is obtained by asrlesived composition of the interleaving
attack scenario with the Server schema. The algorithm tiglised with the number of exchanges with
the server and an assignment for each such session.

Example 3.6. Consider BAN simplified Yahalom protocol.

1. A— B: M;=ANy4

2. B— S: ]\/fzzB,NB,{A,NA}KBS

3.5 — A: M3:NB!{B7KAB7NA}KA51{A7KAB7NB}KBS
4, A — B: M4:{A7KAB7NB}KB_S'!{NB}KAB

After applying the algorithm for interleaving attack sceador the parameterases = 2, rstep = 1,
t = 2, z = b and the Server Schema (called from [*]) for the parameterss = 1, j, w = ¢(a), and
z = 1(b) the following scenario is returned:

Scenario Attack

1.1 a —u(b) M, =an,.

1.21 4(b) — u(s): ML, (* omitted *)

211 (b)) —a M, =bn,

22 a —u(s) My, = an,{b,na}r,,

122 w(a) — s M7y = ana{b,natr,,

1.3%2 s —u(b) : M%5 =140, kab,Na}ky. {0, Kabs Mo k.
131 u(s) —a My =n,, {b kap, na ks {0, Kabs Na by
14! o — [’(b) : M114 = {aa kaba na}kbs’{nL}kab

The above scenario generates the attack, which is equivalére attack of [15] as only themittedstep
(1.2') takes place a few steps earlier.
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3.5. Completeness of our Algorithms

We show completeness of our algorithms with respect to th@fing set of protocols” ROT'={Andrew
Secure RPC, BAN Andrew Secure RPC, Neumann StubblebineinB&aco, SPLICE/AS SPLICE/AS
CJ modified Hwang Chen, WMF (2), Kerberos v.4, EKE, ShamiefRikdleman Three Pass, Woo Lam
Mutual Authentication (2), KSL (2), Needham Schroeder PMNT SHARE, LPD: Low-Powered De-
vices, IKEv2: Internet Key Exchange, ISO1-PK-1U, ISO-CILEPBK fixed versioh

Let Algorithmx be the algorithm forX attack scenarios, whet€ {DoS-REPL, Simple-REPL,
REFL, INTRL, MITM.

Theorem 3.1. For each attack of typ& on a protocoly € PROT, Algorithmx (y) returns a scenario
of this attack.

Proof. See Appendix.

There are two groups of protocols/attacks that have not bleesified within our taxonomy. The first
group consists of the following external attacks: Neumatub8ebine ([1].3), KSL([1].1), SPLICE/AS
([1].3). Inthese attacks the intruder is forcing the reeete answer a message sent by him, but exploiting
only a part of the protocol, possibly to get some updated watise them later in another session Other
attacks that are outside of the taxonomy include: KSL ()10 Chow, Denning-Sacco ([1].1). The
first one breaks the rule of not changing the order of perfograteps of the protocol, while the rest
assumes that the encrypted key can be guessed.

It is important to mention that since this paper is aboutreieattacks, as only for these we can get a
reduction in the number of runs to be considered, all themalgincluding type flaw) attacks are outside
of our taxonomy.

3.6. Analytical Results

Notice that our algorithms return scenarios of attacks auittspecifying contents of the messages sent
by the intruder, but can specify repetition of messagesesmtier. Clearly, the messages sent by honest
participants are fully defined by each step of the protocal te former messages. This still leaves
some room for a verifier to try to find messages for the intrudsch fit to the given scenario. However,
exploration guided by our scenarios can dramatically redibe number of runs examined. Below,
we estimate the ratio of reduction under the assumptiondk@ibration is executed for TWO honest
participants, the intruder, and possibly a server, who anaing k& parallel sessions of lengih each.

To simplify the estimation we do not take into account the hanof messages which can be sent by
the intruder. Let’s start with computing the number of thes&(k, n), which are generated by all the
interleavings of the abovk sessions. We assume that for each session an assignmesetroldah is

given.
R(k,n) = <k:> ((kz —nl)n> (2;) s (K"

It follows from the above that the number of runs is growingast that even for protocols of length
exploring runs generated Wysessions is a very difficult task. Notice that our algorithgeserate the
number of scenarios (runs) of complexi®(k x n), which gives a spectacular reduction. For attacks
that are interleaved compositions of two parsession attacks of the taxonomy, the number of runs is
reduced fromR(4,n) to R(2,2n), i.e., from(4!)® = 2373" to 227, which gives an exponential reduction.
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i o A mv(a. 1) module instance of role A
, - S ]
A_mv(a.l) B_mv(b.1) B_mv(b.2) il for principal a and session 1

i A ip B ip B ip_serv _1p__A interaction point of Rcle A_ _
1ip_intr[a.1] mnteraction point for mnteractions
\ letter]1(h1.m1) to/from principal a m session 1

\ BT ) ip_intrserv interaction point for interactions
letter1(hl.m1) \— letter2(h2.m2) letter2(h2 m2) letter2(h2.m2) to/from server
Nl N T channel dy{sen, rec)
ip intra.l - T ) 1p_1nfrserv by sen, rec
wp_tnti{a1] ip_merlb.1] tp_intr[b.2] Imod letter1(hl: header type, ml: M1 type)
° letter2(h2: header_type. m2: M2_type)

Figure 1. The communication model for WMF and chantel

4. Security Protocols and Scenarios in Estelle

An Estelle specification of a protocol consists of compaosienslled modules, or actuallgnodule in-
stances as there may be more then one copy of each module defined. ri@aie has a number of
interaction points, associated with a channel(s). A chiadetines classes of interactions (messages)
which are sent through associated interaction points. €cigpwhich modules are able to exchange
interactions, communication linksgnnec}t between modules interaction points are then specified. An
interaction received by a module instance at its interacgioint is appended to an unbounded FIFO
gueue, associated with this interaction point. Toenmunicatiorin the model isasynchronousn that

a module (process) may always send a message or, in otheswirdrations of sending and receiv-
ing messages amot synchronised Theinternal dynamic behaviouof the module is characterised in
terms of non-deterministic extended state transition hbgelefining a set of states, a subset of initial
states (specified by an initialisation part of the modulergksdn), and a set of transitions enclosed in a
transition part of the module. &ansitionis defined by a guard and an (atomic) action to be performed
when it is executed (fired). guardis a boolean condition over the space of the module instartemial
states and the contents of its communication queues stimogning messages. It specifies when the
transition is enabled. In each of the computation stepsmibeel performs one of the transitions whose
guards evaluate to true.

4.1. Overview of the Cryptographic Protocol Model

The following general translation from Common Syntax (C&Estelle is proposed. Both the roles
(initiator and responder) are implemented as Role modulR@LE andB_ROLE. A module for the server
is implemented additionally. Each Role is parametrisec witprincipal identifier, the number of a
session, and a set of initial parameters which are actuadlynitial knowledge of this principal. Module
instances of the roles communicate by exchanging intersthrough interaction points defined inside
the modules and linked by ththannel dy. The interactions are defined lastersof the protocol. The
channeldy declares a bidirectional transfer of all types of messadéiseoprotocol modelled, together
with their headers. Fig. 1 presents the communication mfod&VMFS.

A letter is described as an ordered pair composed of a messaba header. Each header contains
an information about the sender and the receiver of the mgessawell as the number of a session of

61, A — S: My = A, {Ta,B,Kap}tK,q, 2.8 — B: Mo ={Ts, A, Kap}kys-
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the protocol. By acomponent’s typén our specification we understand a sequence of the typds of i
atoms encrypted with a key, or just one primitive cryptotpiagype. In order to easily define letters,
new record types for components are introduced. Thisawypes of messages are defined as records
of components, where is the number of the steps of a protocol. The grammar useddimposing
components is presented in Section 2.

Assuming that the environment is not reliable, the intrudgiaced in the network and transfers the
letters between the principals, so that he can control tkedld the contents of the letters. To fulfil all
the above assumptions, Principal and Server modulesaamgectedhrough Intruder module. The idea
of the communication is presented in Fig. 1.

First, a Principap sends a letter of the sessioto another Principal through a communication link
established between him and the Intrddéfhe letter is received by the Intruder at its interactioinpo
(ip_intr[p,i]). Then, the Intruder is expected to pass this (or modifigthri¢hrough the communica-
tion link established between him and Principal declaretheseceiver of the letter. Finally the letter is
appended to a queue associated with the receiver intengmtiot (ip_A or ip_B, depending on the role
played).

Intruder's Knowledge and Scenarios. The Intruder keeps all the intercepted components, aguprdi
to their types, in his knowledgd ) represented as set of arrays of records. Each array ceraeof
the defined types of components, and for each entry someviat@n about its origin is written, which
is the number of a session, the number of a message, and itierposide the message. This allows the
Intruder for an easy access to the desired type of a componerder to compose any type of a message
consistent with the next step of the scenario.

We do not implement actions of the intruder since they argigea through the translation of the
algorithm to Estelle specification of the scenario. On thephand, a procedure making a copy of the
message received and decomposing it according to the canptypes is implemented. The detailed
description of the functions for modifyingK is available in [12]. The set of states of the Intruder is
composed of the states, generated by the scenario and efdtlded when the templates of composing
the messages are included.

4.2. Experimental Results

In our experiments we are focused on checking authenticatid secrecy properties exploiting the
correspondence propeftywhich is defined as followslf a principal = has finishedV sessions with a
principal y in a protocol run, then the principat must have started at least sessions with the principal
y. When the above relation is symmetric we capturenthgual entity authentication

In order to check whether a protocol is vulnerable to an kttasted, the continuous simulation is
performed. The idea is to simulate these runs only, whictspeeified by the scenario. To this aim we
have used the Estelle Simulator environment. The honestipants are directly modelled in Estelle
along with the intruder and the appropriate communicatitenaels. The attack scenarios are built into
the intruder so that it controls the execution of every sessin order to detect attacks and breaches of
security we use the observers checking the required prepert certain states of the protocol execution.

"Notice that when we say Principal we actually mean the Ratmitce of the Principal instance (i.e, the principal in dipalar
session).
8The way of defining secrecy in terms of correspondence ispted in [17, 13].
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A random seed value is driving the non-deterministic chobering the simulation, which is performed

a specified number of times. Moreover, the simulation isqueréd regardless on whether messages sent
by the intruder are accepted or not. If a message composdetliyttuder in some session is not correct,
then this session is terminated while the remaining sesso® continued. Our experimental results for
two protocols are shown in Table 1. In order to confirm a higtepwal of our approach we detect the
attacks described before, i.e., DoS-REPL for WMF and MITKMNGPK (see Example 3.4) for multiple
sessions (i.e., for 2,3, and 4 pairs of sessions) of thedequis.

Table 1. Experimental results

Protocol | No of sessions| Nrof simulations | Nr of attacks | Execution time
WMF 4 100 200 10 s
WMF 6 100 300 15 s
WMF 8 100 400 20 s
NSPK 4 600 567 35 s
NSPK 6 600 842 47 s
NSPK 8 600 1016 81 s

One can observe that for WMF, every execution of the scereaits to an attack. This is quite obvious,
as for DoS-REPL scenario simulated for the protocol withydmlo steps, whereepl = 2, there is
no possibility for the intruder to compose any new message,caly the replay of the last message is
performed. For NSPK this is not the case. While the choicerofggol steps is deterministic, there
can be many ways in which the intruder composes messages &direse choices may lead to either
honest or invalid executions. The number of choices growvils ach protocol step executed, when new
elements are added to Intruder’s knowledge. Notices thdeWSPK contains three steps, the scenario
for MITM allows for non-determinism in composing a messageach of its steps. This explains why
we get less successful attacks for NSPK. One can expectahkriger protocols, experimental results
could be a bit worse, but this is still a very promising way fioding the known types of attacks upon
new protocols. Itis also worth mentioning here that newgarols are becoming more complicated these
days as they are composed of more than five steps and invahpgof users. The standard model
checking methods seem to useless for finding attacks for gratbcols. Notice for example that for
NSPK, SATMC [2] gives results for 6 sessions, while the otR€ISPA tools cannot deal with more
than 4 sessions.

As soon as we have implemented an automated translatoratieEspecifications of security proto-
cols, we plan to simulate all the known protocols, lookingdtiacks involving multiple session runs.

5. Conclusions

In this paper we considered a taxonomy of attacks on seqoritipcols in terms of a message origin
and destination in addition to a session and step humbes t&konomy has been used for designing
algorithms, which for a given type of attack and parametdrthe protocol return a scenario of an

attack of this type. This way we can more than exponentigtiuce the number of protocol runs to be
generated in order to look for an attack upon a protocol inpiteeess of validation using simulation.

The experimental results of simulation in Estelle provedfiieiency of our approach.
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APPENDIX

Protocol ‘ MITM ‘ REPL ‘ REFL ‘ INTRL ‘
Andrew Secure — s(cJ) — —
BAN Andrew Secure — — s —

Neumann Stubblebine — — — s(cJ)
Denning Saco — s — —
CCITT X.509(12) s — — —
CCITT X.509(3) *L — — —
SPLICE/AS — s — —
Hwang Chen SPLICE/ASCJ — s(cJ) — —
BAN Yahalom — s — *s
WMF — s(cJ) — *s(cJ)

Kerberos v.4 — LP — —
EKE — — cJ —
SRA Three Pass — — cJ —
Woo Lam MA — — s(cJ) s
KSL — — — sls
NSPK s(cJ) — — —
TMN — — — s
SHARE A — — —
LPD A — — —
IKE v.2 A — — —
ISO1-PK-1U — cJ — —
ISO-CCF-1U — cJ — —
PBK Fixed — A — —

Table 2. The protocols classified with respect to 4 typestaths
s-Spore RepositorygrClark Jacobs Library-AVISPA library, L-[15], P-[17], (*) combined attack
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Proof of Theorem 4.1

Proof of Theorem Proof. By comparing the scenarios generated by our algorithmsetodiresponding
attacks. A careful analysis of the attacks shows that theremly three attacks that cannot be obtained
directly from the corresponding scenarios. The first suchttatk is upon the protocol TMN ([1].3) and
it is given as the following sequence of instructions:

1.1. (a) — s : Mi = b{pki}pk,
1.2. s—b cMy=a

23. b—s : Ms = a,{pkp} pk,
14. s — u(a) : My = b{pks}pk,
21. a—s M= b{pka}pk,
22. s— (b)) : My=a

2.3. 1(b) — s Ms = a,{pks}pk.
24. s — u(a) : My = b{pks}pk,

The scenario returned by the algorithm for interleavingaktscenario of TMN for the parameters
nses = 2, x = 2, andt = 2 is the following sequence of steps: (1.1) (1.2) (2.1) (2123X (1.4) (2.3)
(2.4), where in (i,j):i is a session number arich step number. It is easy to check that the scenario gives
the same attack but using a different run.

The two scenarios received for Woo Lam Mutual Authentigafiootocol use different runs than the
attacks in [1]. As this protocol is composed of seven stegspmly describe the difference between the
runs of our scenarios for both the attacks.

The first scenario is received after applying the algorittun Reflection Attack Scenario for the
parameters = ¢, nses = 2, and looks as follows: (1.1) (2.1) (2.2) (1.2) (1.3) (2.34(21.4) (1.5) (2.5)
(2.6) (1.6) (1.7) (2.7). The sequence of instructions ofdttack [1].1 is the following: (1.1) (2.1) (2.2)
(1.2) (1.3) (1.4) (1.5) (1.6) (1.7) (2.3) (2.4) (2.5) (2.@)1). The difference is at four positions. Notice
that the instruction (2.3) of the attack depends on (1.1)(ar) only while (2.4) is dependent on (2.3)
only. So, both the instructions (2.3) and (2.4) should beetezl at least after (1.2), which is satisfied
in the scenario. The next two instructions (2.5) and (2.63tnle executed after the step (1.5), and the
scenario fulfils this condition.

The last scenario to be discussed is for the attack presemfgHd2. After applying the algorithm for
Interleaving attack scenario for the parametees = 2 andt = 3, the following scenario is received:
(1.1) (1.2) (2.1) (2.2) (1.3) (2.4) (2.3) (2.4) (1L.5) (1.@%) (2.6) (1.7) (2.7). The attack is the sequence
of the following instructions: (1.1) (1.2) (1.3) (1.4) (2.2.2) (2.3) (2.4) (1.5) (1.6) (1.7). The difference
is at the positions of the instructions (2.1) and (2.2). betihat the instruction (2.1) depends on the
instruction (1.2) only, and (2.2) should be performed af#et), which is satisfied in the scenariénd
of proof.



