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DESCRIPTION:  
 

Nowadays, socio-technical systems are ubiquitous and they become more and more complex and 

critical. The rapid spreading of Artificial Intelligence (AI) methods to decision-making in everyday-

life autonomous systems renders the security and safety aspects especially important, and 

compromising them can lead to dramatic consequences such as casualties or expensive recalls. Since 

modern systems are open, they are subject to security breaches as well. Typical examples of such 

systems range from new technologies (e.g. autonomous vehicles, medical robots), or interaction of 

software technology with human behaviour (e.g. electronic voting protocols [26, 32, 15], interactive 

multimedia systems [41, 39]). Application domains include space mission planning and air traffic 

control [17, 21], defense and security [20, 38], logistics and production planning [22, 23], etc. (see 

[34] for a survey). Let us illustrate our objective with a small example of autonomous cars. Up to now, 

the management of a road on which autonomous cars circulate essentially depends on a centralised 

controller, i.e. a dedicated unit that controls the traffic. Even though this solution can be satisfactory 

at a small scale, with the advent of today’s use of autonomous cars, a distributed control is required, 

where each car can communicate and collaborate with others. Thus, it should be possible to synthesise 

strategies for each car to reach its destination safely, within a time frame, respecting the autonomy of 

vehicles, and taking into account different traffic conditions depending on the time and day of 

circulation, so as to offer the most appropriate route. Such systems require handling individual actors 

and capturing temporal constraints. Autonomous agents systems provide a powerful paradigm for 

modelling and analyzing socio-technical systems. They embed networks of communicating agents 

taking autonomous decisions based on AI methods. Modelling strategic behaviours in a real-time 

context is a key aspect for guaranteeing safety and security of agents systems. Current approaches 

such as Asynchronous Multi-Agents Systems (AMAS) [25] and timed automata allow for tackling 

strategic abilities and time constraints in isolation only. Moreover, most works consider uncertainty 

due to the environment of the system only. Uncertainty in the design should also be taken into account, 

for instance, to consider situations where the total number of agents or the time needed for an event 

to occur are unknown. In our experience, such uncertainty is better captured by parametric models. 

This turns the analysis into a synthesis problem, so as to find the strategies that guarantee the crucial 

properties. Model checking tools provide means to analyse models of multi-agent systems (MOCHA 

[3, 5], MCK [19, 40], MCMAS [33], STV [29, 30]), or of (parametric) timed automata (IMITATOR 

[1], UPPAAL [2]). However, they lack the ability to capture these aspects of interest altogether and 

focus only on specific features. 

 

PhD objectives 

 

The PhD aims at leveraging several limitations of the current research, provide more flexibility, with 

a framework for models and logics, and associated model checking algorithms. The systems targeted 



exhibit different characteristics that include agent’s strategic abilities and timing constraints. These 

aspects are usually studied separately in the literature. The aim is to consider them all together. 

 

Timed agents models and logics 

 

A first challenge is then to design a framework that encompasses both the agents and the time 

paradigms. Although the models in the state-of-the-art are different variants of automata, a simple 

extension, such as a superset of all existing models, might seem appropriate at a syntactic level, but 

has fatal flaws at the semantic level. Indeed, the new framework should also properly deal with the 

intertwinement between both aspects. Hence, defining the semantics of the new framework is not a 

trivial task. The type of synchronisation between the different parts or agents of the system is also an 

important issue. Asynchronicity is often considered in real-time systems, whereas agents models are 

mostly synchronous, i.e. agents take simultaneous steps. This problem is alleviated with the recent 

introduction of AMAS [25], which will serve as a basis. Designing the model of a system is not 

sufficient: its expected properties should also be defined so as to be checked. Several variants of 

temporal logics exist, that allow for reasoning about the order of events in time, the causality of events 

and provide a timing flavour [13]. In order to specify temporal and strategic properties of such 

systems, we intend to use, in addition to standard temporal logics such as LTL and CTL*, the strategy 

logics ATL and ATL* [4, 37], their timed versions TATL and TATL* [27], and recently 

defined STCTL [8]. We may also consider to exploit subsets of Strategy Logic (SL), such as SL[SG] 

and SL[1G] [9]. Alternating-time temporal logic (ATL) allows for reasoning about strategic 

interactions in such systems, by extending the framework of temporal logic with the notion of strategic 

ability. In order to be able to express properties related to cognitive aspects such as knowledge and 

common knowledge, the logics have to include also an epistemic component. 

Most of the tools and algorithmic solutions focus on agents with perfect information [3, 5, 33], i.e. 

agents who at any time know exactly the global state of the system, which is clearly unrealistic in all 

but the simplest multi-agent scenarios. The use of imperfect information semantics of TATL and 

STCTL, or strategy logic [24, 14, 12, 10, 18, 11], which is much more natural, but it does not admit 

an alternation-free fixpoint characterisation. This makes incremental synthesis of strategies 

impossible, or at least difficult to achieve. Second, the semantics of strategic logics are almost 

exclusively based on synchronous concurrent game models. That is, one implicitly assumes the 

existence of a global clock that triggers subsequent global events in the system. It is worth noticing 

that many real-life systems (e.g. e-voting protocols) are inherently asynchronous, and do not operate 

on a global clock that perfectly synchronises the atomic steps of all the components. 

 

Model checking algorithms for real-time agents 

 

Due to the above mentioned complexity in both the models and the properties of interest, designing 

algorithms for model-checking becomes also very challenging in the proposed framework. To achieve 

scalability, abstraction, compositionality, symbolic approaches, and parallelisation of model checking 

can be used. With the aim of preserving the intended behaviour, the application of those techniques 

must be carefully studied. After having defined the basic elements of the real-time multi-agents 

models, the PhD will design new algorithms for their analysis. Broadly speaking, there are two classes 

of problems: 

1. is the system safe/secure/reaches its goal under all circumstances? 

2. what is the best (winning or optimal) strategy for an agent? 

Unfortunately, these problems are known to be undecidable in full generality [6]. Efficient algorithms 

will be designed and implemented. Model checking algorithms rely on exhaustive graph search. One 

trade-off is depth-first exploration (often leading to more efficient algorithms) versus breadth-first 

exploration (which is easier to parallelise, so to scale the algorithms for more interesting cases). 

Methods and heuristics to reduce the size of the state space will be designed, based on symmetry 

reduction, on-the-fly generation, and partial-order reduction [25, 36, 31]. 

Developing algorithms that can handle the combination of multiple agents and time is very 

challenging. The PhD will study various heuristics to find exact or approximate answers. In particular, 

he will combine memoryless approximations [27], bounded model checking [16, 28], and search order 



heuristics [35, 7]. The algorithms developed in this part will be implemented in an open source state 

of-the-art tool. This tool will be evaluated on several benchmarks which will allow us to find better 

heuristics and algorithmic optimisations. 
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