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DESCRIPTION:

Multi-agent systems describe interactions of multiple entities called agents, often assumed to be
intelligent and autonomous. Alternating-time temporal logic ATLx* and its fragment ATL [1] allow
for reasoning about strategic interactions in such systems, by extending the framework of temporal
logic with the game-theoretic notion of strategic ability. Hence, ATL enables to express statements
about what agents (or groups of agents) can achieve. Such properties can be useful for specification,
verification, and reasoning about interaction in complex agent systems. They have become especially
relevant due to active development of algorithms and tools for verification where the “correctness”
property is given in terms of strategic ability [3,4,8,9,10]. In particular, models and formulas of ATL
can be used to specify and verify essential properties of protocols for secure voting, such as coercion
resistance, voter verifiability, and end-to-end verifiability [5,6,7,9,11]. However, there are several
obstacles First, most of the existing tools and algorithmic solutions focus on agents with perfect
information, i.e., agents who at any point of the game know exactly the global state of the game, which
is unrealistic in all but the simplest multi-agent scenarios. Moreover, model checking ATL with
imperfect information is hard, both theoretically and in practice. Secondly, the semantics of strategic
logics are almost exclusively based on synchronous concurrent game models. That is, one implicitly
assumes the existence of a global clock that triggers subsequent global events in the system. However,
many real-life systems are inherently asynchronous. Thirdly, modern IT systems include technical as
well as social components. VVoting procedures are a good example here, and provide suitable material
for case studies. However, the existing approaches to modelling and verification focus on the technical
side of a system or a protocol, and it is not generally known how to formally specify the relevant
human aspects. The project aims at the development of novel methods of verification for multi-agent
systems with imperfect information, in which technological components and machine generated
processes operate together with humans and their groups. The formal methodology is expected to
build on suitable extensions of strategic logic interpreted in asynchronous models [2,3]. Regarding
practical applications, the focus will be on modelling, specification, and verification of e-voting

protocols. More specifically, the verification methods developed by the candidates may include:



e Equilibrium-based specifications of vote privacy and coercion resistance, and ATL based
characterizations of rational coercion resistance, voter-verifiability, and accountability.

e Logical analysis of socio-technical interaction: development of semantics and algorithms for
information-theoretic extensions of ATL, as well as entropy-based optimization of strategies.

e Separation and integration of concerns through assume-guarantee verification.

e Verification of information-theoretic properties in socio-technical games, including optimization of
strategies based on incentives, effectivity, and degree of control, as well as reductions for socio-
technical models of voting.

¢ Implementation of algorithms for model checking, strategy synthesis, and strategy optimization.

¢ Case studies in e-voting protocols. The above topics are supposed to provide the contents of at least

two potential PhD theses.

Profile of the Candidates:

The candidates are required to have a strong background in mathematical logics, including modal
logics, as well as programming skills (C++, Java, Python). Some knowledge of formal methods and
verification techniques is expected. The candidates should also have good communication skills and
good skills in oral and written English.
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