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Abstract. The COVID-19 pandemic has influenced virtually all aspects of our lives. Across the world, countries have applied various
mitigation strategies, based on social, political, and technological instruments. We postulate that multi-agent systems can provide a common
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1. INTRODUCTION

COVID-19 has influenced virtually all aspects of our lives.
Across the world, countries applied wildly varying mitigation
strategies for the epidemic, ranging from minimal intrusion in
the hope of obtaining “herd immunity”, to imposing severe
lockdowns on the other extreme. It seems clear at the first
glance what all those measures are trying to achieve, and what
the criteria of success are. But is it really that clear? Quoting
an oft-repeated phrase, with COVID-19 we fight an unprece-
dented threat to health and economic stability [1]. While fight-
ing it, we must protect privacy, equality and fairness [2] and
do a coordinated assessment of usefulness, effectiveness, tech-
nological readiness, cyber security risks and threats to funda-
mental freedoms and human rights [3]. Taken together, this is
hardly a straightforward set of goals and requirements. Thus,
paraphrasing [3], one may ask:

What problem does an anti-COVID strategy solve exactly?

Even a quick survey of news articles, manifestos, and re-
search papers published since the beginning of the pandemic
reveals a diverse landscape of postulates and opinions. Some
authors focus on medical goals, some on technological require-
ments; others are concerned by the economic, social, or po-
litical impact of a containment strategy. The actual stance is
often related to the background of the author (in case of a re-
searcher) or their information sources (in case of a journal-
ist). Moreover, the authors advocating a particular aspect of the
strategy most often neglect all the other aspects. We propose
that the field of multi-agent systems can offer a common plat-
form to study all the relevant properties, due to its interdisci-
plinary nature [4, 5], well developed theories of heterogeneous
agency [6, 7], and a wealth of formal methods for specification
and verification [8, 5, 9].

This still leaves the question of how to gather the actual
goals and requirements for a COVID-19 mitigation strategy.
One way to achieve it is to look at what is considered rele-
vant by the general public, and referred to in the media. To
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this end, we collected a number of news quotes, ordered them
thematically and with respect to the type of concern, and pre-
sented in [10], see Section 2 for more details. Then, we took
the quotes, and distilled a comprehensive list of goals, require-
ments, and risks. The list is presented in Section 3. In Sec-
tion 4, we make the first step towards a formalization of the
properties in multi-agent logics. We conclude in Section 5.

Besides potential input to the design of anti-COVID-19
strategies, the main contribution of this paper is methodologi-
cal: we demonstrate how to obtain a comprehensive specifica-
tion of properties for complex Multi-Agent Systems (MAS) by
searching for hints in the public space.

2. EXTRACTING REQUIREMENTS FROM NEWS CLIPS

Specification of properties is probably the most neglected part
of formal verification for MAS. The tools usually come with
examples of how to model the system [11, 12, 13, 14]. For a
complex multi-agent scenario, however, it is not clear where
the specifications of relevant properties should come from.

Mitigating COVID-19 illustrates the point well. Research
on mitigation measures is typically characterized by: (a) strong
focus on the native domain of the authors, and (b) focus on the
details, rather than the general picture. In order to avoid “over-
looking the forest for the trees,” we came up with a different
methodology.

A. Methodology

We have looked for relevant phrases that appeared in the me-
dia, with no particular method of source selection. Then, we
extracted the properties, and whenever possible generalized
statements on specific measures to the mitigation strategy in
general. Finally, we sorted them thematically, and divided
into 3 categories: goals, additional requirements, and poten-
tial risks and threats. While most of the collected snippets
focus on digital contact tracing, the relevance of the require-
ments goes well beyond that, and applies to all the aspects of
the epidemic.

We emphasize that we do not endorse the opinions being
presented in the quotes. We also do not comment on their con-
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tent. We merely use the quotes to collect relevant keywords
and conceptual categories. The reasons are twofold. First,
we are not competent enough to assess the merits of most of
the statements, in particular the ones concerning the medical,
epidemiological, economic, ethical, legal, and social aspects.
Secondly, the aim of this paper is to collect plausible require-
ments, i.e., ones that are considered relevant by (at least some)
experts. Clearly, no mitigation strategy can satisfy them all. A
systematic analysis of which subset can be feasibly obtained,
and how to weigh their relative importance, should follow as
the next step through a consensus of multidisciplinary experts.

We present a sample of the quotes in the remainder of
this section, namely the ones related to basic epidemiologi-
cal goals, societal requirements, and data protection. A more
comprehensive collection of “news clips” can be found in the
technical report [10]. The resulting list of goals, requirements
and threats will be presented in Section 3.

B. News Clips: Epidemiological Goals

Containment measures should slow the spread of the virus, de-
crease the transmission rate, and save lives:

Since the outbreak of COVID-19, governments around
the world have implemented a range of digital tracking,
physical surveillance and censorship measures in a bid to
slow the spread of the virus. [15]

Lockdowns prevented around 3.1 million deaths in 11
European countries [16]

Researchers also calculated that the interventions had
caused the reproduction number – how many people
someone with the virus infects – to drop by an average
of 82 percent, to below 1.0. [16]

Contact tracing can be an important component of an epi-
demic response especially when the prevalence of infec-
tion is low. Such efforts are most effective where testing
is rapid and widely available and when infections are rel-
atively rare. [1]

To best meet public health needs, digital technology
should be able to trace the spread of the virus, identify
dangerous Covid-19 clusters and limit further transmis-
sion. The essential goal is to register contacts between
potential carriers and those who might be infected. [17]

designed and built by the NHS to help slow the spread of
the coronavirus [18]

even finding a fraction of cases through contact tracing
will help slow the virus’s spread. [19]

Contact tracing via smartphone is a powerful way to
tackle the spread of coronavirus, but it mustn’t be done
at the expense of individual civil rights. [20]

Smittestopp is an app that will help the health authorities
to limit the transmission of coronavirus and alert users
with text messages about close contact with infected per-
sons. [21]

C. News Clips: Impact on Society
Regarding the available measures in general, and contact trac-
ing apps in particular:

we know very little about them or how they could affect
society. [22]

As the global fight against the COVID-19 pandemic con-
tinues, much of the world is pinning its hopes of easing
lockdowns on being able to quickly identify people who
might have been exposed to the virus. [23]

[The Covidsafe app] was sold as the key to unlocking
restrictions (. . . ) but as the country begins to open up,
the role of the Covidsafe app in the recovery seems to
have dropped to marginal at best. [24]

The health minister, Greg Hunt, tweeted that [the Covid-
safe app] was the key to being allowed to go back to
watching football. [24]

C.1. Disinformation and Information Abuse

We worry that contact-tracing apps will serve as vehi-
cles for abuse and disinformation, while providing a false
sense of security to justify reopening local and national
economies well before it is safe to do so. [1]

Since the outbreak of COVID-19 there has been a rapid
acceleration in the spread of mis- and disinformation.
To control this, governments and social media plat-
forms have sought to stringently regulate online content
and promote official facts and figures from international
health organisations. [15]

C.2. Potential for Discrimination and Social Divides

There is also a very real danger that these voluntary
surveillance technologies will effectively become com-
pulsory for any public and social engagement. [1]

there is a real risk that these mobile-based apps can turn
unaffected individuals into social pariahs, restricted from
accessing public and private spaces or participating in
social and economic activities. [1]

protecting those communities who can be (. . . ) harmed
by the collection and exploitation of personal data. [1]

Protections need to be put in place to expressly prohibit
economic and social discrimination on the basis of in-
formation and technology designed to address the pan-
demic. [1]
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C.3. Political Impact.The pandemic creates new space for
political manipulation and changes the distribution of power:

the issue of malicious use is paramount—particularly
given this current climate of disinformation, astroturfing,
and political manipulation. Imagine an unscrupulous po-
litical operative who wanted to dampen voting participa-
tion in a given district, or a desperate business owner who
wanted to stifle competition. Either could falsely report
incidences of coronavirus without much fear of repercus-
sion. Trolls could sow chaos for the malicious pleasure of
it. Protesters could trigger panic as a form of civil disobe-
dience. A foreign intelligence operation could shut down
an entire city by falsely reporting COVID-19 infections
in every neighborhood. [1]

In the long run, however, this poses a far more fundamen-
tal question: how much can the decisions of sovereign
democratic countries be overruled by technology compa-
nies [i.e., Google and Apple]? [17]

D. News Clips: Data Protection and Misuse of Data

Here, the key questions are:

What data will they collect, and who is it shared with [22]

as well as

how data is collected, stored and deleted [25]

In particular, it is often postulated to have

less state access and control over user data [20]

the limits on the type of data collection are the core con-
cern for states. [26]

In Singapore, for example, the TraceTogether app can be
used only by its health ministry to access data. It assures
citizens that the data is to be used strictly for disease con-
trol and will not be shared with law enforcement agencies
for enforcing lockdowns and quarantine. [27]

[Australia:] Only health officials in the states can access
the data, and you can’t be forced to download it. [24]

The app does not collect any of your personal data. [18]

D.1. Risks and Threats

collection of data on centralised servers: Aside from the
risk to privacy, collecting millions of datasets of personal
information in a single place could be viewed as some-
what of a treasure trove. [28]

if the [central] database is hacked, the anonymity pro-
vided by rotating pseudonyms is nullified, and individu-
als can be more easily tracked. Plus, says Kreps, “there’s
a risk of function creep and state surveillance”. “I have
little faith in government’s ability to keep data like this
secure,” says Green. [23]

data breaches can also come through cyberattacks or in-
dependent actors within an agency [29]

In particular, the collected information should not be exploited
for commercial purposes:

existing regulations don’t address whether data can be
shared across agencies or if it can be sold by a third party
for non-Covid-19 tracking. [29]

We found code relating to Google’s advertising and
tracking platforms in 17 contact tracing apps. (...) We
also found code that enabled varying levels of integration
with Facebook in seven apps. [15]

The full list of collected quotes can be found in [10].

3. GOALS AND REQUIREMENTS FOR COVID-19

Based on the quotes, we identified the following goals, require-
ments and potential vulnerabilities of a containment strategy.

A. Epidemiological and Health-Related Concerns

COVID-19 is first and foremost a threat to people’s health. Ac-
cordingly, we begin with requirements related to this aspect.

A.1. Epidemiological Goals. The goal of the mitigation strat-
egy in general, and digital measures in particular, is to:

i provide an epidemic response [1]
ii bring the pandemic under control [2]

iii slow the spread of the virus [15, 18, 1, 20, 21, 17]
iv prevent deaths [16]
v reduce the reproduction rate of the virus [16].

The specific goals of digital measures are to:

i trace spread of the virus and identify COVID-19 clusters [17]
ii find potential new infections [30]

iii register contacts between potential carriers [17]
iv deter people from breaking quarantine [27]

Note that the above goals are different (though clearly related).
For example, reducing the reproduction rate and preventing
deaths are not equivalent, and may require different concrete
countermeasures.
Requirements:

1 The efforts must meet public health needs best [1, 17].
2 Digital measures should complement traditional ones [1, 30]
3 They should be designed to help the health authorities [21].

A.2. Effectiveness of Epidemic Response. Requirements:

1 The strategy should be effective [1, 3]
2 It should make a difference [31].

Risks and threats:

a Inaccurate detection of carriers and infected people due to
the limitations of the technology and the underlying model
of human interaction [1]

b Adverse impact on relaxation of lockdowns [15]
c Misguided assurance that going out is safe [1].
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A.3. Information Flow Requirements. The strategy should:

1 allow to identify people who might have been exposed [23]
2 allow to alert those people [2, 21, 30, 32].
3 The identification and notification must be rapid [23, 2].

A.4. Monitoring. The containment strategy should enable:

1 monitoring the state of the pandemic, e.g., the outbreaks and
the spread of the virus [32, 33]

2 monitoring the behavior of people, in particular if they are
following the rules [34]

3 to monitor the effectiveness of the strategy [28].

A.5. Tradeoffs. There are tradeoffs between effective contain-
ment of the epidemic and other concerns, such as privacy and
protection of fundamental freedoms [35, 27, 32, 17, 28]. Thus,
the strategy should

1 strike the right balance between different concerns [17].

We will see more detailed tradeoff-related requirements in the
subsequent sections.

B. Economic and Social Impact

Most measures to contain the epidemic have strong social and
economic impact (cf. lockdown).

B.1. Economic Stability. The containment strategy should:

1 minimize the cost to local economies and the negative im-
pact on economic growth [1, 16]

2 allow for return to normal economy and society and make
resumption of economic and social activities safer [30, 24].

B.2. Social and Political Impact. The containment strategy
(and digital measures in particular) should:

1 ease lockdowns and home confinement [1, 3, 23, 24]
2 minimize adverse impact on social relationships and per-

sonal well-being [1]
3 prohibit economic and social discrimination on the basis of

information and technology being part of the strategy [1]
4 protect the communities that can be harmed by the collection

and exploitation of personal data [1].

Risks and threats:

a Little knowledge about social impact of the measures [22]
b Discrimination and creation of social divides [1, 36]
c Disinformation and information abuse [1, 15]
d Providing a false sense of security [1]
e Political manipulation, creating social unrest, and dishonest

competition by false reports of coronavirus [1]
f Too much political influence of IT companies on the deci-

sions of sovereign democratic countries [17].

B.3. Costs, Human Resources, Logistics. Requirements:

1 The financial cost of the measures should be minimized [37]
2 Minimization of the involved human resources [34, 1]
3 Timeliness [37]
4 Coordination between different institutions and authori-

ties [26, 38] and establishment of common standards [26].

C. Ethical and Legal Aspects

In this section, we look at requirements that aim at the long-
term robustness and resilience of the social structure.

C.1. Ethical and Legal Requirements

1 The mitigation strategy must be ethically justifiable [2]
2 Measures should be necessary, proportionate, legitimate,

just, scientifically valid, and time-bound [2, 15, 39, 34, 36]
3 They should not be invasive [27] and must not be done at the

expense of individual civil rights [20, 22, 36]
4 Means of protection should be available to anyone [2]
5 They should be voluntary [22, 18]
6 Measures must comply with legal regulations [36, 35, 40]
7 Implementation and impact must also be considered [2, 15]
8 Impact assessment is to be conducted and made public [36].

C.2. Risks and Threats

a Serious and long-lasting harms to fundamental rights and
freedoms [2]

b Costs of not devoting resources to something else [2]
c Measures that support extensive physical surveillance [15]
d Social costs of mandatory use of digital measures, collecting

sensitive information, and sharing the data with the govern-
ment [27, 23]

e Censorship practices [15].

D. Privacy and Data Protection

Privacy-related issues for COVID-19 mitigation strategies
have triggered heated discussion and substantial media cov-
erage.

D.1. General Privacy Requirements

1 The strategy should be designed with privacy and informa-
tion security in mind [1, 30, 22]

2 It should be anonymous under data protection laws, i.e., it
cannot lead to the identification of an individual [31]

3 Information about users must be protected at all times [18]
4 The design should include recommendations for how back-

end systems should be secured, and identify vulnerabilities
as well as unintended consequences [1].

Risks and Threats:

a Lack of clear privacy policies [15, 29, 22]
b Exploitation of personal information by authorities or third

parties [29, 15, 41], in particular live or near-live tracking of
users’ locations and linking sensitive personal information
to an individual [41]
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c Linking different datasets at some point in the future [40]
d Alerts can be too revealing [42]
e Possibility to work out who is associating with whom [35].

D.2. Data Protection and Potential Misuse of Data. Here,
the key question is: What data is collected and who is it shared
with? [22, 1] This leads to the following requirements:

1 Clear and reasonable limits on the data collection types [26,
27, 18, 1, 30]

2 Limitations on how the data is used [22]
3 In particular, the data is to be used strictly for disease control

and not shared with law enforcement agencies [27, 24]
4 Less state access and control over user data [20]
5 Data collection should be minimized [22] and based on in-

formed consent of the participants [17]
6 Giving access to one’s data should be voluntary [22]
7 One should have the right to access their own data [21, 35]
8 ...and ability to delete their personal information [21, 35]
9 For digital measures, the user should be able to remove the

software and disable more invasive features [21].

Risks and threats:

a Data storage that can be hacked and exploited [28, 23, 15]
b Data breaches due to insider threats [29]
c Function creep and state surveillance [23]
d Sharing data across agencies or selling to third party [29, 15]
e Integration with commercial services [15].

D.3. Sunsetting and Safeguards. Requirements:

1 Measures must be terminated as soon as possible [34, 1, 21]
2 Data should be eventually or even periodically de-

stroyed [34, 22, 21, 35, 1, 30], in particular when it is no
longer needed to help manage the spread of coronavirus [18]

3 Transparency of data collection [22]
4 There should be clear policies to prevent abuse [22]
5 Privacy must be backed up with clear lines of accountability

and processes for evaluation and monitoring [40]
6 Judicial oversight must be provided [1]
7 Safeguards should be backed by an independent figure [34].

Risks and threats:

a Surveillance might continue after the pandemic [41]
b Data can stay with the government longer than neces-

sary [34].

D.4. Impact of Privacy on Epidemiological and Social Con-
cerns. Requirements:

1 People must get the information they need to protect them-
selves and others [42]

2 There must be protections against economic and social dis-
crimination based on information and technology designed
to fight the pandemic, in particular w.r.t. communities vul-
nerable to collection and exploitation of personal data [1]

3 Information should be used in such a way that people who
fear being judged will not put other people in danger [42].

Risks and threats:

a Fear of social stigma [42]
b Online judgement and ridicule [42].

D.5. Privacy vs. Epidemiological Efficiency. There is a
tradeoff between protecting privacy vs. collecting all the in-
formation that can be useful in fighting the epidemic:

• Privacy hinders making the best possible use of the data, in-
cluding analysis of the population, contact matching, mod-
eling the network of contacts, enabling epidemiological in-
sights such as revealing clusters and superspreaders, and
providing advice to people [35, 23, 24]

• On the other hand, privacy-preserving solutions put users in
more control of their information and require no intervention
from a third party [35].

The relationship is not simply antagonistic, though:

• Privacy is instrumental in building trust. Conversely, lack of
privacy undermines trust, and hinders the epidemiological,
economic, and social effects of the mitigation activities [29].

Thus, while it might be necessary to waive users’ privacy in
the short term to contain the epidemic, one must look for

1 mechanisms such that exploiting the risks would require sig-
nificant effort by the attackers for minimal reward [23].

E. User-Related Aspects
The measures must be adopted in order to make them effective.

E.1. User Incentives. Goals:

i High acceptance rate for the mitigation measures [30].
ii Creating incentives and overcoming incentive problems for

individual people to adopt the strategy [1]

Risks and threats:

a Lack of immediate benefits for the participants [1]
b Perceived privacy and security risks [30]
c Some measures can divert attention from more important

measures, and make people less alert [43]
d Creating false sense of security from the pandemic [33].

E.2. Adoption and Its Impact. Requirements:

1 Enough people should download and use the app to make it
effective [30, 22, 23, 44]. Note: this requirement is graded
rather than binary [45, 46].

Risks and threats:

a Lack of users’ trust [31, 29], see also the connection between
privacy and trust in Section D.5

b Authorities’ lack of social knowledge and empathy [32].
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F. Technological Aspects
General requirements:

1 The measures and tools must be operational [35, 34]
2 In particular, they should be compatible with their environ-

ment of implementation [40]
3 Design and implementation should be transparent [22, 47].

Specific requirements for digital measures:

1 They should be compatible with most available devices [40]
2 Reasonable use of battery [40]
3 Usable interface [40]
4 Accurate measurements of how close two devices are [23]
5 Cross-border interoperability [48]
6 Possibility to verify the code by the public and experts [47].

G. Evaluation and Learning for the Future
COVID-19 mitigation activities should be rigorously assessed.
Their outcomes should be used to extend our knowledge, and
better defend ourselves in the future. The main goal here is:

i to use the collected data in order to develop efficient infection
control measures and gain insight into the effect of changes
to the measures for fighting the virus [21, 35].

Requirements:

1 A review and exit strategy should be defined [2]
2 Before implementing the measures, an institutional assess-

ment is needed of their usefulness, effectiveness, technologi-
cal readiness, cyber-security risks and threats to fundamen-
tal freedoms and human rights [3]

3 After the pandemic, there must be the society’s assessment
whether the strategy has been effective and appropriate [42]

4 The assessments should be conducted by an independent
body at regular intervals [2].

4. TOWARDS FORMAL SPECIFICATION

Here, we briefly show how the requirements presented in
Section 3 can be rewritten in a more formal way. To this
end, we use modal logics for distributed and multi-agent sys-
tems that have been in constant development for over 40
years [49, 50, 7, 51, 52, 53]. The reasons for this choice are
as follows. First, the logics have been developed to address the
dynamics of complex heterogeneous systems that involve in-
teraction between autonomous processes – exactly what we are
dealing with here. Secondly, they allow for a natural separa-
tion of concerns by using different modalities for different as-
pects of the system and its participants (knowledge, beliefs, in-
tentions, temporal evolution, strategic planning, social norms,
available resources, etc.). To this day, they have been applied
in numerous case studies to formalize multi-agent scenarios.

Thirdly, the logics are based on intuitive Kripke-style se-
mantics that interprets the different modalities in a reasonably
uniform way. Moreover, models can be visualized as graphs
that are easy to explain, and can be scrutinized by non-experts.
Fourthly, many relevant requirements can be specified in the

propositional variants of MAS logics, i.e., by formulas without
quantifiers. This makes reading the formulas somewhat easier.
Even more importantly, propositional formulas often allow for
decidable model checking with manageable complexity, which
gives hope for automated verification. Last but not least, in
parallel with the formal framework, the MAS community have
been developing model checking tools that can be used to ver-
ify some of the requirements against models of the pandemic.
We mention some of the tools, and speculate on the possibili-
ties for actual verification at the end of this section.

Note that the following specifications are only semi-formal,
as we do not fix the models nor give the precise semantics of
the logical operators and atomic predicates. We leave that step
for the future work.

A. Temporal Properties
The simplest kind of requirements are those that refer to
achievement or maintenance of a particular state of affairs.
They can be expressed by formulas of the branching-time logic
CTL? [49], with path quantifiers E (there is a path), A (for
all paths), and temporal operators g(in the next moment), 3
(sometime from now on), 2 (always from now on), and U (un-
til). For example, the epidemiological goals in Section 3A can
be tentatively rewritten as the following CTL? formulas:

(i) A2(outbreak → 3response): for all possible execution
paths, if outbreak holds at some point, then response must
hold at a later point on the same path. That is, whenever an
outbreak occurs, a response will be eventually provided;

(ii) A3controlPandemic: the pandemic will be eventually
brought under control;1

(iii) and (v) ∀n .(R0= n) → A3(R0< n): the reproduction
rate of the virus will decrease below the current level;

(iv) A2¬(#deaths> k): the number of fatalities will never
exceed k, for a reasonably chosen k.

The above formulas are supposed to serve as the first formal
approximations of the requirements. In actual analysis, they
should be iteratively refined, taking into account the desired
level of granularity and the variables available in the model.

B. Combining Temporal and Epistemic Aspects
Many important properties of multi-agent systems refer to
agents’ knowledge and its dynamics. In our case, this concerns
for example the information flow and monitoring requirements
in Sections 3A.3 and 3A.4. Such properties can be expressed
by the combination of CTL? with epistemic operators Kaϕ (“a
knows that ϕ”). For instance, the information flow require-
ment (1) in Section 3A.3 can be formalized as

exposedi→ A3Kaexposedi,

where a is the authority supposed to identify vulnerable peo-
ple. A more faithful transcription can be obtained using the
past-time operator 3−1 (sometime in the past) [54] with

(3−1exposedi) → A3Ka(3
−1exposedi),

1In fact, a better specification is given by A32controlPandemic, saying
that the pandemic is not only brought, but also kept under control.
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saying that if exposedi has held at some point in the past, then
a will eventually know about it. Likewise, the information flow
requirement (2) can be captured by

Ka(3
−1exposedi) → A3Ki(3

−1exposedi),

saying that, if a knows that i has been exposed, then i will
eventually know about it, too.

Similar temporal-epistemic formulas may be used to express
some privacy-related requirements, e.g.,

∀ j 6= i .A2(¬K j(x = i)∧¬K j(x 6= i))

tentatively captures the anonymity of person i wrt. the database
entry represented by x, see requirement (2) in Section 3D.1.

C. Strategic Requirements

Demanding that something must happen on all paths is often
too strong. It often suffices that the responsible agent(s) can
follow a recipe (formally, a strategy) that guarantees the desir-
able outcome. To this end, the temporal and epistemic patterns
can be refined by replacing path quantifiers A,E with strate-
gic operators 〈〈A〉〉 of the logic ATL∗ [52, 53], where 〈〈A〉〉ϕ
says that “the agents in A have a strategy to bring about ϕ”.
For example, the information flow requirements (1) and (2),
discussed in the previous section, can be rewritten as

(3−1exposedi) → 〈〈a〉〉3Ka(3
−1exposedi),

Ka(3
−1exposedi)→ 〈〈a〉〉3〈〈i〉〉3Ki(3

−1exposedi).

The former says that if i has been exposed, then the health
authority a has a strategy to eventually realize that. We leave
the interpretation of the latter to the interested reader.

Strategic operators are also useful in formalizing the ac-
cess control properties in Section 3D.2. For instance, require-
ment (6) can be formalized by the formula

〈〈i〉〉3access(a,datai)∧〈〈i〉〉2¬access(a,datai)

expressing that i has a strategy which grants authority a with
access to her data, and another strategy that never allows it.

D. Time Bounds, Mental Effort, and Bounded Resources

For some requirements, the temporal and strategic operators
should be combined with bounds imposed on the execution
time [55, 56], mental complexity [57], and/or resources needed
to accomplish the tasks [58, 59]. For example, the identifica-
tion requirement (1), discussed above, can be refined as:

(3−1exposedi) → 〈〈a〉〉3t≤48hKa(3
−1exposedi).

That is, the authority a should identify the exposed person in
at most 48 hours from the exposure. Similarly, the notification
requirement (2) becomes:

Ka(3
−1exposedi) → 〈〈a〉〉3t≤1h〈〈i〉〉compl≤53Ki(3

−1exposedi),

based on the assumption that a should notify i within 1 hour of
detecting i’s exposure to the virus, and i should have a simple
strategy (of complexity at most 5) to infer the relevant knowl-
edge from the notification.

E. Probabilistic Extensions

Many events have probabilistic execution, e.g., actions may
fail with some small probability. Scenarios with probabilistic
events can be modeled by variants of Markov decision pro-
cesses, and their properties can be specified by a probabilistic
variant of CTL? [60] or ATL∗ [61]. For instance, formula

〈〈a〉〉P≥0.993t≤1h〈〈i〉〉compl≤53Ki(3
−1exposedi),

refines the previous specification by demanding that the au-
thority can successfully notify i with probability at least 99%.

F. Towards Formal Verification of Mitigation Strategies

Ideally, one would like to automatically evaluate COVID-19
strategies with respect to the requirements, and choose the best
mitigation policy. A number of model checking tools have
been developed over the past 30 years, including Uppaal [12]
for temporal and time-bounded properties, MCMAS [11] for
temporal-epistemic and strategic specifications, STV [14] for
strategic agents with imperfect information, and PRISM [62]
for stochastic multi-agent systems. In the future, we plan to
use a selection of those tools to formally verify our formulas
over micro-level models created to simulate and predict the
progress of the pandemic [63, 64, 65, 66].

As we already pointed out, different requirements may be in
partial conflict. Thus, selecting an optimal mitigation strategy
may require solving a multicriterial optimization problem [67,
68, 69], e.g., by identifying the Pareto frontier and choosing a
criterion to select a point on the frontier.

5. CONCLUSIONS

In this paper, we make the first step towards a systematic anal-
ysis of strategies for effective and trustworthy mitigation of
the current pandemic. The strategies may incorporate medical,
social, economic, as well as technological measures. Conse-
quently, there is a large number of medical, social, economic,
and technological requirements that must be taken into account
when deciding which strategy to adopt. For computer scien-
tists, the latter kind of requirements is most natural, which is
exactly the pitfall that a computer scientist must avoid. The
goals (and acceptability criteria) are much more diverse, and
we must consciously choose a solution that satisfies the mul-
tiple criteria to a reasonable degree. We suggest that formal
methods for MAS provide an excellent framework for that. We
also propose a methodology to collect general requirements by
mining the public information space (rather than scientific pa-
pers which are usually more technical and narrowly focused).

In the future, we would like to study how the technical re-
quirements proposed in research articles refine the general re-
quirements presented here. We also plan to use model check-
ing in multi-agent logics to verify some of the requirements
against the existing models of the pandemic.
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